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51.0.45 MeTtoabl 1 cpefcTBa Kpuntorpadunyeckomn 3almnTbl MHdbopmMaLumm

1. Kog n HaumeHoBaHMe HanpaBsieHUA NoAroToBku/cneunanbHOCTU:
10.05.01 KomnbtoTepHas 6e3onacHOCTb

2. Mpodnnb nogroToBku/cneumnannsauma:

PaspaboTka 3awmileHHoro nporpaMmMHoro obecnevyeHus

3. KBanudmkauuma (cteneHb) BbINyCKHUKA:

Cneunanuct

4. ®opma obyueHuA:

OuyHas

5. Kadheppa, oTBeyarowas 3a peanmsaumio ANCLUNIIUHDI:
Kadegpa texHonormm obpaboTku n 3awmntsl MHdopMauum

6. CocTaBUTENU NporpaMmmbi:

OptoveHko Muxann AHaTonbeBuY, K.T.H., OOLEHT

7. PekomeHpoBaHa:

npotokon Ne3 ot 22.11.2023

8. YyeOHbIN roa:

2027-2028

9. Llenn u 3apauv y4eO6HOW ANCUUNNNHBI:

M3y4YyeHne MmaTeMaTUYeCKNX OCHOB KpunTorpadmnyeckon sawmTbl MHpopmMaLumnm, Bonpocos obec-
nevyeHmna KoOHUAEHUMaNbHOCTN, LeNOCTHOCTWN, ayTEHTUYHOCTU JaHHbIX, UCMOSb30BaHUE KPUNTO-
rpadomnyeckmx cpeacTsB AN peleHus 3agad naeHtudukaunm n ayteHtudpukaymmn, nsyyveHue
Kpuntorpaguyecknux NnpoTOKOMoOB, pacCMOTPEHME BOMPOCOB MOAENMPOBAHNS CllyYarHbIX BENu-
UYMH C 3aJjaHHbIM 3aKOHOM pacnpeneneHns, ndyyeHue NpUHLUNOB KpuntoaHanusa, nonyvyeHune
npodgeccmoHarnbHbIX KOMNETEHUUN B 0611acTu COBPEMEHHbIX TEXHOMNOMI 3aLlUuUTbl MHOpMaL M.

OcHoBHbIEe 3aaa4un UCLUMIUHbI:

- oby4eHuMe cTyaeHTOB MaTeMaTU4eckum ocHOBaM Kpunrtorpadpum, 6a3oBbiM NpuHLMNaM
paboTbl CUMMETPUYHBLIX 1 aCUMMETPUYHbIX KpUNTorpauyecknx CUCTeM NpPU UCMNorb30-
BaHUMN cneunanu3npoBaHHbIX NPOTOKOMOB N NMPOrpaMMHbIX CPEACTB WNdPOBaHUSA OaH-
HbIX;

- 00y4yeHune cTyaeHToB 6a30BbIM NPUHLMMNAM CO34aHUA SNTIEKTPOHHbLIX MOAMNCEN NMPU pPeLLUEHUN
3agadv ayTeHTMdunkauum;

- OBflageHne npakTu4yecKMMn HaBblkaMn NPUMEHEHNA TEOPETUYECKUX 3HAHUI N9 KOHTPOonA
LLeNIOCTHOCTHU, WnpoBaHNA KOHMUAEHUnanbHOW nHopmMmaLuum, pelleHns 3agady naeHTudpu-



Kauunun mn ayTeHTVIC*)VIKaLI,VII/I.

10. MecTto yuyebHOM aucuunnuHbl B cTpyktype OOI:

©a30BbIn 610K AMCUMNNUHBI B 06Le-npodeccruoHanbHom YacTu. [ns ycnewHoro oCBOeHust Anc-
UMNIIMHbI HEOBX04MMbI BXOAHbIE 3HaHMs B 061acTy MHopMaTUKKU, TE0PUN MHOPMaLUKN, MaTe-
MaTU4YEeCKOM CTaTUCTUKK, LM PoBON 06paboTkM CUrHanoB, HaBblikM MPOrPaMMUPOBAHUSI.

11. NMnaHupyeMmble pe3ynbTaTbl 06yUYeHusi No gucuuniHe/Moaynio (3HaHUA, YMEHUs1, HaBbl-
KW), COOTHECEHHbIe C NNaHUPYyeMbIMU pe3yribTaTaMuU OCBOEHUA obpa3oBaTesibHOW Nnporpam-
Mbl (KOMMNEeTeHUUAMU BbiNMYCKHUKOB) U UHAMKATOPaMU UX OOCTUXKEHUA:

HasBaHune komneTeH-
Lmm

Orl1K- CnocobeH aHanu-
10 3MpoBaTb TEHOEH-
unu pasBUTUA Me-
TOOOB U CpencTs
KpunTorpadn4eckon orK-10.2
3anTbl MHpopma-
unMun, UCNonb3oBaTb
cpencTea KpunTo-
rpadouyeckon 3awm-
Tbl MHOPpMaLnn
npu peweHnn 3agav

Koa Koga(bl)

OriK-10.1

npodeccroHarnsHom
AesTenbHOCTU Or1K-10.3
OriK-10.4
OrlK- Cnoco6eH aHanu-  OlK-10.5

10 3upoBaTb TeHOEH-
UM pas3BUTUSA Me-
TOAOB U CpencTB
KpunTorpadgunyeckomn

3aWmnTbl UHpopMa-

UHamnkaTopsbi(bl)

3HaeT OCHOBHbIe 3a-
[auu, pewlaemMble
KpunTorpadunyeckumm
MeToadamu

3HaeT maTemaTunye-
ckue mogenu wud-
poOB, NOAX0A4bl K OLEH-
K€ UX CTOMKOCTU

3HaeT 3apybexHble U
pOCCUNCKME KPUNTO-
rpadounyeckne craH-
aapTbl

YMeeT KOpPEeKTHO Uc-
Nnosib3oBaTb KPUNTO-
rpacpuyeckue anro-
PUTMbl Ha NMpaKTUKe
npu peLueHnmn 3agad
KpunTorpadpuieckumm
MeTogamum

YmMeeT NnpuMeHaTb
MaTemMaTuveckne me-
Toabl Npu Uccrego-
BaHMM KpunTtorpagu-
YeCKMX anropnTmMoB

MnaHvpyemble pesynbTaTbl 00y4eHus

3HaeT OCHOBHbIE 3a4a4K, pelaemble
Kpuntorpagmuyeckumm meTogamu.

3HaeT matemaTtunyeckme mogenu wnd-
pPOB 1 Kpuntorpamnyecknx cuctem, nog-
XoA4bl K oueHKe nx CTOMKOCTW.

Bna,u,eeT NnpakTn4eCKnmMmn HaBblKaMun
pa3paboTKu, TECTUPOBAHUS N OLLEHKN
CTOWKOCTU

KpunTorpagomnyecknux anropmMTMmosB.

3HaeT 3apy0OexHble U HaunoHarnbHbIe
ctaHpaptbl Poccuinckon ®epepaunm B
obnactu kpunTorpadpuyeckon 3anTbl
MHdopmaunu n cpepbl X NPUMEHEHUS.
BnageeT npakTtndeckumun HaBblkaMu
npyMeHeHus 3apybexHbIX 1 Hayuno-
HanbHbIX cTaHgapToB Poccuiickon de-
aepauunun B obnactu kpuntorpaduye-
CKOW 3alUnTbl MHpopMaL MK Npu paspa-
6oTke MO B 06nacTn MHdopMaLUOHHOMN
©e3onacHocTu.

3HaeT npuHUMnbl paboTbl CMMMETpPUY-
HbIX 1 aCUMMETPUYHBIX KpuATorpagun-
YECKMX CUCTEM,

NPUHUNMNBI FeHepauumn, XpaHeHnsa n nc-
NONb30BaHMA KpUNTOrpaduyeckmnx KIto-
yen,

NPUHLUMNbI CO34aHUA ANEKTPOHHbIX Noa-
nucen Npu pelleHnn sagad ayTeHTudpun-
Kauuu, MexaHnam paboTbl xeLu-
hyHKLMIN, cCOBpEMEHHbIE CTaHaapTbl
WwndpoBaH1S, XeLLMPOBaHMS, IreK-
TPOHHOW NOAMUCH.

YMeeT KOPPEKTHO NUCMOMNb30BaTh KPU-
Torpadmyeckne anropuTmbl Ha NpakTuke
npv pelleHnn 3agad kpunrtorpaduye-
CKMMW MeTodamu, yMeeT yCTaHaBu-
BaTb, HAcCTpamBaTb N UCNOMNb30BaTb Ha
npakTuke cneymanmanpoBaHHble Kpun-
Torpacduyeckme nporpammMmHble cpe-
cTBa.

3HaeT maremaTtnyeckme OCHOBbI CUM-
METPUYHBIX 1 aCUMMETPUYHBIX KPUMNTO-
rpapmyeckmx cuctem.

YMeeT NpMMeHsaTb MaTeMaTu4eckne me-
ToAbl MpY UCccriegoBaHUU Kpuntorpagu-
4yecKkux anropuTMoB, B TOM 4Yucne angd



ummn, ucnonb3oBaTb oLeHku ctomkocTn CK3WU.

cpeacTsa KpunTo- BrnageeT NpakTU4eCKMU HaBbIKaMu Te-
rpacgumyeckon 3a- CTUPOBaHUSA N OLLEHKN CTOMKOCTU NpPO-
WnTbl MHdopMaunm rpamm, ncrnosnb3ayowmx CK3U.

npu pewennn sanaY OrK-10.6 BnangeeT HaBbikamyu  BnageeT npakTUYECKMMU HaBbIKaMu
APOheccMoHanbHoV MCNOMb30BaHUSA TU-  MPUMEHEHUS COBPEMEHHbIX Kpuntorpa-
AeATENbHOCTH MoOBbIX KpUnTorpagu- QUUECKMx anropuTMOB U NPOTOKOOB,

YeCKUx anropntmoB NpakTn4eCKMmMmn HaBblKaMn paGOTbI C
N3BECTHbIMU KpVII'ITOFpa(bI/ILIeCKI/IMVI

onbnmortekamu.

12. O6bem gucUUNNUHbI B 3a4e€THbIX eguHULax/yac:

3/108

dopma NpoMexyTO4YHON aTTecTauum:

3ayeT c oueHKom

13. TpyaoeMKOCTb No BUAam y4ebHom paboThl

Bua y4ebHom paboThbl CemecTtp 7 Bcero

AyOunTOpHbIE 3aHATUA 68 68

JlekunoHHblIe 3aHATUA 34 34

MNMpakTnyeckne 3aHATUA 0 0

JlaGopaTopHble 3aHATUS 34 34

CamocTtosaTernbHasa paboTta 40 40

KypcoBas pabota 0

NMpomexyToyHaa aTtTecTaumns 0 0

Yacbkl Ha KOHTPOIb 0 0

Bcero 108 108

13.1. CopeprkaHme QUCLUNIIUHDI

HaunmeHoBaHune Peanusauunsa pasgena
n/n pasgena gncum- CopaepkaHue pasgena AUCUUNunHbI OVUCUMNIVHBI C MOMOLLbIO
NANHbI OHnanH- kypca, AYMK
1. Nekuyun

11 BeepneHue. Teope- VcTopuyeckue ceefeHUsa 1 aTanbl passmtnd CospgaH oHnarH anek-
Tnyeckue acnekTbl kKpuntorpaduu. NpegmeTHas obnactb KPUNTO- TPOHHBLIV KypC, pa3me-
Kpuntorpadpuu rpadouvu. LLieHbl MaTtepuarnsbl K nek-

MaTemaTtnyeckne ocHOBbI KpunTorpadum. umn.

MopgenupoBaHue criyqarHbIX BENUYUH C 3agaH-  PasmelleHbl nHaneunay-

HbIM 3aKOHOM pacnpeaerneHus. anbHble 3agaHna Ans

JaTymkm criydyarHbIX Yncer. BbINosfiHeHUsa nabopa-
TOPHbIX paboT.

1.2 Kpuntorpacdpuue- CummeTpuyHble U acMMMeETpUYHble kpunTocucte- CosaaH OHMamnH anek-
CKne metoabl 1 Mbl. Micnonb3oBaHue kpyntorpadunyecknx cpeacTts TPOHHbIN Kypc, pasme-
cTaHaapThl ANs peweHns 3agad uaeHTUuKaumm n ayTeHTU- LWeHbl MaTtepuansbl K fek-

humkayumn. uun.
3nekTpoHHas umdpoBas nognuck (ALIT). PasmeweHbl nHansmnAay-
KoHTponb 3a LUenocTHOCTbO MHopMaLnn. anbHble 3agaHnsa ans

XaLWw-pyHKUMK, MPUHLMMNBI UCMONBb30OBAHUA X3W-  BbIMOSIHEHUA nabopa-
hyHKUM ana obecnevYeHns LenoCTHOCTU OaHHbIX. TOPHbIX paboT.
MammmpoBaHue. Kpuntorpadua ¢ ncnonb3oBaHm-

eM annunTuyecknx kpuebix. LndposaHmne, obmeH

kntoyamm, DL Ha ocHoBe aNMNMNTUYECKUX KpU-

BbiX. KBaHTOBas kpuntorpadpus.

1.3 KpuntoaHanus Buabl kpuntoaHanusa. basoBblie npuHuunel pabo- Co3gaH OHNanH anek-
Thbl KpUNTOAHANUTUYECKUX anropuTMOB. TPOHHBIV KypC, pasme-
LuleHbl MaTepuarnsbl K fek-
umun.

PasmelleHbl nHamBnay-
anbHble 3agaHnsa ans
BbINOSIHEHUS nabopa-



TOPHbIX paboT.
2. JlabopaTopHble paboThl
2.1 TeopeTuyeckne ac- 1. lNpakTnyeckoe nly4yeHme NpMHLKUNoB paboTsl PasmelyeHbl nHaneuay-
MeKTbl KPpUNTOrpa- AaTyMKOB NCEBAO-CIyYaMHbIX YACMOBbLIX NMOCIe-  anbHble 3ag4aHuga ans
hun poBaTtenbHocTen. Peanmsauusa gatymnkos NCUl.  BbinonHeHus nabopa-
TOPHbIX paboT.
2.2 Kpuntorpadpuue- 2. [MpakTuyeckoe nayvyeHune ocobeHHocTen pabo- PasmelleHbl nHaAnBuay-

Ckne metobl n Tbl OOAHOIO U3 METOAOB MOCTPOEHUSA BITOYHbIX arnbHble 3agaHuna on4a
CTaHOapThbl wndpos — cetn dencrend. Peannsauymsa cetun BbiNonHeHns nabopa-
dencrena 3agaHHON apXUTEKTYpbI. TOPHbIX paborT.

3. W3yyeHue pasnnyHbix pexumoB paboTbl
O1104YHbIX anNroOpMTMOB CUMMETPUYHOro LN poBa-
Husa. Mogundukaumnsa paHee peanmsoBaHHOW ceTun
dencrena gns paboTtbl B pexxumax ECB, CBC,
OFB.

4. [MpakTnyeckoe nsydyeHme anropmTMoB XeLlun-
pOBaHMA Ha OCHOBE BJIOYHbIX anropuTMoB Wnd-
poBaHud. Moandurkaumns paHee peanms3oBaHHOIO
Ono4yHoro anroputTMa WugpoBaHMAa Ansa co3gaHns
anropMTMa XewwunpoBaHUSI.

5. T[lpakTndeckoe nsyyeHne anropuTmMoB acum-
MeTpuyHoro wndposaHus. Peannsauma anroput-
Ma RSA.

lNpakTunyeckoe naydeHne BO3MOXHOCTEN N OCO-
6eHHocTen paboTbl C N3BECTHbIMU KpunTorpadu-
yecknmn bnbnmortekamum (cryptopp). Hactpowka n
KOMMUIAUMa Moaynen ombnmoTekn, nogknoveHne
K TECTOBOMY MPOEKTY U UCMONb30BaHNE HEOOXO-
OMMbIX PYHKUMI (BbIpabOTKM KIHOYEN HA OCHOBE
TekcToBbIX cTpok PBKDF2, xewumpoBaHus SHA-1,
CUMMETpPUYHOro wudposanmns AES n 1.4.).

2.3 KpuntoaHanus 7. MpakTuyeckoe nsyyeHne NpMHUNMNOB YacToT- PasmelleHbl MHOUBUAY-
HOro KkpuntoaHanusa. Peanusauusa anropntma anbHble 3agaHnsa ans
ANA AelndpPoBKM 3aKPbITbIX TEKCTOB Ha pyc- BbINofHeHns nabopa-

CKOM 1 a@HITIMNCKOM AA3blKaxX, CO34aHHbIX C UC-  TOPHbIX paborT.
nonb3oBaHMEM NpocTenwunx WwmndpoB MoHoan-
daBUTHOM NOACTAHOBKMU.

13.2. Tembl (pa3genbl) AUCUUNIIUHBLI U BUAbI 3aHATUN

Ne HawummeHoBaHue Tembl JlekumoHHble [MpakTnyeckue JlabopaTopHble CamocTosaTenbHas

Bcero
n/n (pasgena) 3aHAaTnA 3aHAaTUNA 3aHAaTuA paboTa
1 Teopetnyeckue ac- 12 8 10 30
neKkTbl Kpuntorpadgpum
2 KpunTtorpadunyeckue 14 20 20 54
MeToAbl U cTaHaap-
Thl
3 KpuntoaHanus 8 6 10 24
34 0 34 40 108

14. MeToAaunyeckue ykasaHus Ans ody4yarowmxcs nNo 0CBOEHUIO AUCLUNIIUHDI
1) Mpwn n3yyeHnn AUCUMNIINHBI PEKOMEHAYETCH UCMNOMb30BaTh crieayowme

® cpencTBa: pekoMeHOYEMY0 OCHOBHYIO U OOMONTHUTENbBHYIO NUTEpaTypy;

e MeToaAnYeckne ykasaHusi n nocobus;

® KOHTPOIbHblE 3a4aHUA ONA 3aKpenneHus TeopeTUYeckoro matepmana;

ONNEKTPOHHbIE BEPCUN y‘-leﬁHI/IKOB N MmeTogmn4veckmnx yKasaHvuZ AnA BbINOJNTHEHUA naGopaTopHo -
npakTn4yeckux padboT (NpmM HEOOXOANUMOCTM MaTepmansl pacchifatoTCs N0 3NEKTPOHHOW Mo4Te).

2) Ons MakcMmManbHOrO YCBOEHUSA AWCLUUNIIUHbI pPEeKOMeHAyeTCcsl MNpoBedeHne MUCbMEHHOro
onpoca (TecTupoBaHue, pelleHne 3agad) CTyOeHTOB MO MaTtepuanam NekuuMin U npakTU4YeckKmx
pabot. MNMogb6opka BONPOCOB ANt TECTUPOBaHUA OCYLLECTBIISIETCA Ha OCHOBE M3Y4YEeHHOro Teope-
TU4eckoro maTtepuana. Takoh noaxon MO3BOMSeT MOBbICUTb MOTUBALMIO CTYOEHTOB MPU KOH-



CnekTnpoBaHMn NeKUMoHHOIro maTtepuana.

3) MNpwn NnpoBegeHUn NpakTUYeCckux paboT obecnevynBaeTcs MakCumasibHaa CTeneHb COOT-
BETCTBMS C MaTepmnanom NeKUNOHHbIX 3aHATUN U OCYLLECTBIIAETCS 3KCrnepuMeHTanbHas
npoBepka MeToaoB, anropuTMOB M TEXHONOIMM 06paboTkn nHopMauum, nsrnaraemMbix B
pamMkax nekumn.

4) Mpw ncnonb3oBaHUU AUCTAHUMOHHbIX 06Gpa3oBaTesibHbIX TEXHOIOMMIA U 3NIEKTPOHHOIo 06Yy-
YeHUSs BbIMOMNHATL BCE yKasaHuda npenoaaBaTenen, BOBpeMs noAknodaTtbcs K online 3aHATU-
SIM, OTBETCTBEHHO NOAXOAUTb K 3aaHMsM Af1s1 CaMOCTOATeNbHOM paboThl.

15. MepeyeHb OCHOBHOW U AONOSTHUTENIbHOW NUTEpPaTypbl, PECYPCOB UHTEPHET, Heo6xoau-
MbIX AJ1 OCBOEHUSA AUCLMNNUHbI

Ne n/n UcTouHuk

1 Psabko, Bopuc Akosnesud. Kpuntorpadwusi n creraHorpadousi B MIHPOPMaLMOHHbIX TEXHOIIO-
rmax / b.A. Pabko, A.H. ®noHos, KO./. LokunH ; Poc. akag. Hayk, Cub. ota-Hue, VIH-T BbluKUCH.
TexHonorun CO PAH .— HoBocubupck : Hayka, 2015 .— 239 c. : un. — bubnworp.: ¢.232-
236 .— ISBN 978-5-02-019206-5.

2 Pabko, Bopuc Akosnesud. OCHOBbI COBpeMEHHOW Kpuntorpaduu n creradHorpadcum / b.4.
Pabko, A.H. ®noHoB .— 2-e n3g. — Mockea : lopsiyasa nuHus - Tenekom, 2013 .— 232 c. :
vn., Tabn. — bubnuorp.: c.225-229.

3 KopHueHko, A.A. Kpuntorpadunyeckme metoabl 3alinTbl MHOpMauun : yuebHoe nocobue /
AA.
KopHueHko, M.J1. TnyxapeB. — CaHkT-NeTepbypr : MIYIMC, [6.r.]. —YacTtb 1 — 2017. — 64 c. —
ISBN 978-5-7641-1053-0. — TeKCT : 3NeKTPOHHbIN // JlaHb : 9NEKTPOHHO-OMbNroTeyHas cu-
ctema. — URL: https://e.lanbook.com/book/111765 (nata obpawieHus: 07.07.2023). — Pexum
JocTtyna: ons aBTopus. nonb3oBaTenen.

6) oononHUTENbHasA NuTepaTypa:

Ne n/n "cTOYHUK

1 Kpyrnos N.A. BeBegeHue B TeopeTuko-ymncroBble metoabl kpuntorpadgum / N.A. Kpyrnos [n
Ap.].
— CI16: Nanb, 2011. — 400 c.

2 LLlep6akoB, AHapen KOpbeBund. CoBpeMeHHasi KomrnbloTepHasi 6e3onacHocTb. TeopeTuye-

cKkue ocHoBbl. NpakTnyeckue acnekTbl : yd4ebHoe nocobue gns ctyd. Bysoe / A.KO. Lepbakos
.— M. : KH. mup, 2009 .— 351, [1] ¢. : un., Tabn. — (Bbicwasa wkona) .— bubnuorp.: ¢.350-
351 .— ISBN 978-5-8041-0378-2.

3 MyruH, B. B. Kpnntorpadgunyeckue npoTokonsl : ydebHoe nocobue / B. B. INyrnH. — Camapa :
MNryTH, 2019. — 68 c. — TeKCT : 3NEKTPOHHbIN // JlaHb : 9NeKTPOHHO-6MBNnoTeYHas cMctema.
— URL:

https://e.lanbook.com/book/223319 (pnaTa obpawieHuna: 07.07.2023). — Pexxum goctyna: ons
aBTOPM3. NMonb3oBaTenen.

B) MHOPMALMOHHbIE 3NTEKTPOHHO-06pa3oBaTeNbHbIE PECYPChI:

Ne n/mn ACTOYHUMK
1 ONEeKTPOHHbIN kaTanor Hay4yHon 6nbnmnotekn BopoHeXcKoro rocygapCTBeHHOro yHMBeEpPCHU-
Teta. — (http // www.lib.vsu.ru/).

Ob6pasoBaTtenbHbIn NopTan « ANeKTPOHHbIN yHuBepcuteT BI'Y».— (https://edu.vsu.ru/)

3 OBC JlaHb — JInyeHanoHHbI gorosop Ne3010-14/37-23 ot 07.03.2023 (cpok npegocTas-
nexHusa ¢ 12.03.2023 no 11.03.2024)


http://www.lib.vsu.ru/)

4 3BbC «YHuBepcutetTckaa 6mbnmorteka online» — KoHTpakT Ne3010-06/23-22 o1
30.12.2022 (cpok npegoctaenenua ¢ 12.01.2023 no 11.01.2024)

5 OBC «KoHcynbTaHT cTyaeHTa» — JlnyeHanoHHbin gorosop Ne3010-06/22-22 ot 30.12.2022
(c pononHuTenbHbIM cornaweHne Ne1 ot 09.01.2023) (cpok npegocTtaeneHus ¢ 12.01.2023
no 11.01.2024)

16. Mepe4yeHb y4yeGHO-MeTOAUUYECKOrO o6ecneyeHus A4rns CaMOCTOSATeNIbHOM paboThl

B kavecTtBe opMblI OpraHmM3aunm CamoCcToATENbHON paboTbl NPUMEHAITCS MeToANYECKNe yKasaHus
ANA cCaMOCTOATENbHOIO OCBOEHUS N NPMoBpeTeHns HaBbIKOB paboThl CO cneunann3mpoBaHHbIM NPo-
rpaMmMHbiM obecneyeHnem. CamocToaTenbHas pabota CTyAeHTOB: U3yYeHe TeopeTn4eckoro mate-
pvana, paboTta ¢ yuebHO-MeToanYecKkon nurepaTyponr, NoAroToBka OoT4eTOB NO nabopaTopHbIM pa-
6oTam.

Ons obecneyeHnsa camocToAaTeNbHON paboThl CTYAEHTOB B 3M1EKTPOHHOM Kypce AUCLUMMAUHBI Ha 06-
pasoBaTenbHOM nopTarne «ONeKTPOHHbIN YHUBepcuTeT BI'Y» cpopmMmmnpoBaH anekTpoHHbIN Kypc, Ha
KOTOPOM pasMeLleHbl MaTepuansl K nekunn 1 sagaHmd K nabopaTtopHbeiM paboTam.

17. Obpa3oBaTenbHble TEXHONOMMn, UCMNOoJib3yeMble Npu peanusaumm y4eoHon ANCLUMUNIINHDI,
BKJ1IOYasA AUCTaHUUOHHbIe obpa3oBaTtenbHble TexHonoruu (0OT), anekTpoHHoe oby4eHue (30),
CMeLlUaHHoOe ObGyyYeHue):

Ons peanunsauymn y4ebHoOro npouecca UCnosb3yTCs:
MO OC Windows v.7, 8, 10, Linux.

Mpu npoBeAeHNN 3aHATUN B AUCTAHLUMOHHOM peXnmMe oby4YyeHUs1 NCMOoNb3yTCHA TEXHUYECKME U UH-
dopmavumoHHble pecypcbl O6pasoBaTenbHOro noprana "OneKkTPOoHHbIN YHUBEPCUTET

BI'Y" (https:\\edu.vsu.ru), 6asmpytoLieroca Ha cucteme AMCTaHUMOHHOro ody4vyeHma Moodle, pas-
BEPHYTOW B YHMBEpPCUTETE.

18. MaTepuanbHO-TexHU4Yeckoe obecnevyeHne QUCLUNIINHDI:
1) 394018, r. BopoHex, nnowaab YHuBepcuteTckas, a. 1, kopnyc 1a, aya. 479

Y4yebHasa ayautopusa: cneumanusanposaHHasa mebenb, KOMNboTEp npenogasartens i5-8400-
2,84, moHuTop ¢ KK 19”, MynbTUMeannHbIN NPOEKTOpP, 3KPaH

MO: OC Windows v.7, 8, 10, Habop ytunut (apxmBaTtopbl, dann-meHegxepsl), LibreOffice v.5-7,
Foxit PDF Reader.

2) 394018, r. BopoHex, nnowaab YHuBepcuteTckasq, g. 1, kopnyc 1a, ayautopus 292

YyebHasa ayautopusa: cneumanusanpoBaHHada mebenb, kKomnbloTep npenogasatens Pentium-G3420-
3,2 T4, moHuTop ¢ KK 17", MynbTumMegnnHbln NpoekTop, akpaH. Cuctema ans BuaeokoHdepeHL
Logitech ConferenceCam Group 1 HoyT6yk 15.6” FHD Lenovo V155-15API

MO: OC Windows v.7, 8, 10, Habop ytunut (apxmBaTtopbl, dann-meHegxepsl), LibreOffice v.5-7,
Foxit PDF Reader

3) 394018, r. BopoHex, nnowagb YHuBepcuteTckas, 4. 1, kopnyc 1a, aya. 380

Y4yebHasa ayautopusa: cneumanusanposaHHasa mebenb, KOMNbOTEP Npenogasartens i3-3240-
3,41 T4, moHuTop ¢ KK 17”7, MynbTUMeaunrHbIA NPOEKTOpP, 3KpaH

MNO: OC Windows v.7, 8, 10, Habop ytunut (apxmuBatopbl, hann-meHegxepsl), LibreOffice v.5-7,
Foxit PDF Reader

19. OueHoOYHble cpeacTBa AN NPOoBeAeHUs TeKyLen U NPOMEXYTOYHOM aTTecTauumn

MNopsaaok oueHkM ocBoeHMA oby4datowmmmucs y4ebHoro matepmana onpeagensaeTcs cogep)kaHmem
crenyrLwmnx pasgenos AUCUMNINHDI:

Ne n/n Pasgensl gucumnnudbl (moaynm) Kog komneteH- Kop nHamkato- OueHo4YHble cpeacTea

unmn pa OnSa Tekylwen atTectaumm
1 Paspgenbl 1-3 TeopeTtndeckne OIlK-10 OlK-10.1, KoHTponbHas paboTta no
acnekTbl KpunTorpadun. OlK-10.2, pasgenam gucuUnimHbl.

KpunTorpadpudeckne metoasl 1 OriK-10.3, Na6opaTtopHble paboTbl 1-



ctaHgapTbl. Kpuntoananms OlK-10.4, 7. TecT No COOTBETCTBY-

Ol1K-10.5, WM pasgenam
OlK-10.6

NpomexyToyHas aTTecTauus

dopma KOHTPOMA — 3a4eT C OLUEH-

Komn

OueHo4Hble cpeacTBa Ans NPOMEXyTOYHOW aTTecTaymmn

MepeyeHb BONPOCOB, NpaKkTU4ecKkoe 3agaHue

20 TunoBble OoLEeHOYHbIE cpeAcTBa U MeToAUYEeCKMe MaTepuarnbl, onpegensiowme npoueaypbl
oLleHUBaHUs

20.1 TeKywMN KOHTPOJb YyCNeBaeMoCTHn

TeKkyLwmnmn KOHTPOISIb yCNeBaeMOCTU NO ANCUUMNIIMHE OCYLLLECTBIAETCA C MOMOLLbIO CrieayoLnx
OLIEHOYHbIX CPeacTB:
YCmHbIl 0npoc Ha rnpakmu4ecKux 3aHsamusx

KoHmpornbHas paboma no meopemuyeckol Yyacmu Kypca
JlabopamopHbie pabomei
MpumepHbIN NnepeYeHb NPUMEHSAEMbIX OLLIEHOYHbIX CPeacTB

q HanmeHoBaHue oueHo4HO- [lpeacraBrneHme oLeHOYHOro

Ne n/ Kputepun oueHku
ro cpencrea cpencrtea B ooHAe
1 2 3 4
1 YCcTHBIV onpoc Bonpockl no temam/pasgenam  [NpaBunbHbIN OTBET — 3a4TEHO, He-
ANCUVNINHDI NpaBUNbHbIA UKW NPUHLUNWANBHO
HETOYHbIN OTBET - HE 3a4YTEHO
2 KoHTponbHas pabota no  TeopeTuyeckue Bonpocsl No Te- Llkana oueHmBaHusa cooTBeTCTBYET
pasgenam AnCUUninHbI Mawm/pasgenam aUCUUNIvHbI Tabnuue, NnpnBegeHHON HMXe
3 JTabopaTtopHasa paboTa Copepxunt 7 3agaHunmn Mpwn ycnewHom BbINOSIHEHMU pabo-
Tbl CTABUTCH OL,eHKa 3a4TEHO U
OCyLLEeCTBNSAETCA AOMYCK K 9K3ame-
HY (3a4eTy C oueHKOoWn), B NPOTUB-
HOM criydae CTaBUTCS OLEHKa He
3a4yTeHo n obyvarLwmnca He go-
rnyckaeTcs K 9K3aMeHy (3a4eTy c
OLEeHKON).
4 KM npomexyTtoyHom at- Kaxablh KOHTPOnbHO- namepu-  Llkana oueHnBaHua npuBegeHa Hu-
Tecrtauum TenbHbIV MaTepuan ang npose- xe

OeHNsi NPOMEXYTOYHOW aTTe-
cTaumm BKoYaeT 2 3agaHunn
BOMPOCOB AS1 KOHTPOSIA 3HaHUN,
YMEHUN N BNageHnn B pamkax
OLLEHKM YPOBHA COOpPMUPOBaH-
HOCTM KOMMEeTEHLUN.

Mpumep 3apgaHnA ANA BbINOJIHEHUA NadbopaTopHON pabdoThl
JTabopatopHasa pa6oTa Ne 2

«Bbrno4yHoe cummeTpuyHoe wudpoBaHme»

Llenb pa6oTbl

MNpakTnyeckoe nayvyeHmne ocobeHHocTen paboTbl OQHOIO0 N3 METOA40B MOCTPOEHUA BNOYHbIX WKd-
poB — ceTtu dernictens.

dopma KOHTpons



Onpoc B ycTHOM hopMe MO UCXOQHOMY KOOy M pe3yfibTaTaM paboThl peann3oBaHHON NporpaMmmsl
Konn4yecTtBo OTBEeAEHHbLIX ayAUTOPHbIX YacoB - 4
CopaepxxaHue paboTbl

Monyuntb y nNpenogaBaTens BapuaHT 3ajdaHus, HanucaTb KOA, pearinayowunii COOTBETCTBY LN
anroputm o6paboTkn uHdopmauuun. MNMpoBecTn TecTUpoBaHWE peanu3oBaHHOro anroputMa npu
pasnn4YHbIX 3Ha4YeHUsX napameTpoB. [NpoaHanusnpoBaTb MOJydYeHHble pe3ynbTaTbl U cdhopmMynu-
poBaTb BblBOAbI MO NpoAenaHHon paboTe.

Mpumep BapuaHTa 3agaHus:

PeanusoBaTtb npoueaypbl LM poBaHMS 1 pacumdpoBku MHOPMaLUnUU C NCNONb30BaHMEM CETU
dencrens sagaHHOM apxXmnTeEKTypbl (pucyHok 1). Paamep wmndpyemoro 6noka 64 6uta (b=6), pas-
Mepbl noadnokoB L n R no 32 6uta. CekpeTHbIn kntoy K — cnyyanHaa 64-6utHasa nocnegosa-
TenbHOCTb. PayHaoBble kntouun K; = (K »>>>i*3)y 5, i=z0a-1 . HNCNO payHOOB N nameHsieTca oT
2 no 12. O6pasyowasa pyHKuna FIL K,)=(L, <<<9)®(~ (X, >>11)®L)), izor-1 . iccnegoBaTtb
BNUsiHME napamMeTpoB CEeTU Ha Ka4yeCcTBO NnosfiydaeMblX 3angpoBaHHbIX rnocrnegoBaTenbHO-
CcTen.
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PucyHok 1
MpumMepbl KOHTPOJIbHLIX BONPOCOB:

1. Ha npumepe cBoero BapuaHTa peanusaunm npakTU4eCcKoro sagaHus NoacHUTbL CBOWCTBA
CUMMETPUYHOCTU 1 obpaTumocTun cetn Perictens.

2. Kakum cnocobom gocturatotca apdekTbl paccemBaHusa U nepemMeLlunBaHns ?

Mpumep 3apgaHni TecTta No pasgenam AUCLUNIUHBI

1 MakcmmanbHas gnuHa knoda B anroputme Blowfish
a)512 bum 6)128 6um
8) 256 bum e) 4486um



2 3agavenr AUCKpeTHOoro norapmdmMmpoBaHus aBnaeTcs
a) Haxox0eHue cmereHu, 8 KOmMOopYHo criedyem 8038eCmu MPOCIMOE YUCOo 071 Mosyye-
HUs1 3a0aHHO20 Ues1020 Yucra
6) HaxoxdeHue cmerneHu, 8 KOmMopyto criedyem 8o3eecmu Uesioe Yucsio Onsl nosy4ve-
Hus1 3a0aHHO20 Ueri020 Yucna
8) pasfoXeHue 4ucna Ha npocmsle COMHOXUMesnu

3 Kakon ns anroputmoB peanmayeT acCMMMeTpU4Hoe WwudpoBaHue n M. nc-
nonbL3oBaTbCs
ana Ofll
a) 3DES
6) Blowfish
8) AES
2) RSA

4  Xew-gyHKUMA OormkHa obnagaTth cneayowmMm CBONCTBAMMU
a) 0ns mobo2o daHHO20 3HaYeHUs xew-koda h 8bIHUCIUMErbHO HEBO3MOXHO Hall
mu M makoe, ymo H (M) = h
6) xew-gpyHKkyus H dormkHa npumeHsmMbcsi K 6510Ky OaHHbIX GhuKcUupO8aHHOU OfUHbI
8) xew-yHkyus H cosfaem ebixod ¢hukcuposaHHOU OlUHbI
2) xaw-pyHkyuss H dormkHa coszdasams 8bIX00 rpou380sIbHOU OnUHbI
0) 01511106020 OaHHO20 X 8bIYUCTUMENBHO HE8O03MOXHO Halimuy #X, 4mo H(y) =
H(x)
e) 0ns1 06020 daHHO20 X 8bIYUCUMESIbHO HEBO3MOXHO Halimu H (x)

anIBe,CIéHHbIe HMXe 3afaHnA peKkoMmeHayeTCcA ucnonb3oBaTtb Npu npoBegaeHUN AMarHoOCTU4eCKmnx pa60T Ana
OLleHKM OCTaTO4HbIX 3HAHWUI MO AUCLIUMNIINHE.

3agaHunsa 3aKkpbITOro Tuna
1. Wughp — amo
a) cocTosiHME, BblpaxaroLee npouecc o6pa3oBaHnsa 3aliMgpoBaHHbIX 4aHHbIX U3 OTKPbITbIX AaHHbIX;
0) kntoYeBoOe 3anoMuHatoLLee YCTPOCTBO;
B) COBOKYMHOCTb 06paTuMbIX NpeobpasoBaHUii MHOXECTBA BO3MOXHbLIX OTKPbITbIX AaHHbIX Ha MHOXECTBO
BO3MOXHbIX 3aLUMPOBaHHbIX AaHHbIX, OCYLLECTBISIEMbIX MO ONpeaeneHHbIM NpaBnnam ¢ UCMOSIb30BaHUEM KITOYEN;
r) 3Ha4YeHMe NCXOAHbIX OTKPLITLIX NapaMeTpoB anroputMa KpunTtorpaduyeckoro npeobpasoBaHus

2. ina co3daHust nodnucu csedyem ucnosib308amb
a) CBOW 3aKpbITbIl KIOY;

©) CBOM OTKPbITBIV KIHOY;

B) 3aKPbITbIN KIOY NonyYaTens;

r) OTKPbITBIV KoY nosyYaTens

3. Kpunmocucmembi ¢ nocnedoeamesnibHbIM 8bINOJIHEHUEM rpeobpa3ogaHulli Ha0 3jileMeHmamMmu om-
KpbIMo20 mekcma Ha3blearomcs

a) 6noYHbIMU WKncpamu;

©) NOTOYHBIMM Wndpamu;

B) OBOMYHbIMU aaaUTUBHbLIMU WNbpamu;

r) KPUNTOCUCTEMAMM C KITHOUOM OLHOKPATHOIO NMPUMEHEHMS

4. Anzopumm Jupghu-XennmaHa ocHoeaH Ha cnedyrouweli MamemMamu4eckol 3adaye
a) cbakTopmsaumm uncna;

©0) HaxoXOeHUs MPOCTbIX YNCETT;

B) ANCKPETHOrO norapudmMmpoBaHns

5. JerocmHocmb — amo
a) HEBO3MOXHOCTb HECAHKLIMOHMPOBAHHOIO NPOCMOTPa MHopMaLnK;



6) HEBO3MOXHOCTb HECaHKLIMOHMPOBAHHOIO AOCTYNa K MHdopMauum;
B) HEBO3MOXHOCTb HECAHKLIMOHMPOBAHHOIO U3MeHeHNs MHdopmaL M

6. ®yHKyusi, NnpedHa3Ha4YeHHasi OJIs1 c)Xamusi CMPOKU Npou3eosibHOolU OnuHbl 00 HEeCKOJIbKUX decsim-

Koe unu comeH 6um

a) aur;

©0) norapndmnyeckasa pyHKLMS;
B) doyHKUMS Dnnepa;

r) Xxeww-pyHKUmMS

7. MakcumanbHasi OnuHa kro4a 8 aszopumme Blowfish
a) 512 6wur;

6) 128 6ur;

B) 256 6uT;

r) 448 out

8. Pazmep obuwezo knroya anzopumma 3DES (ece knroqu pasHbie)
a) 56 6ur;

6) 112 6ur;

B) 168 6ur;

r) 256 out

9. HazeaHue KpunmocucmemM, 8 KOmMOPbIX K04 wughpoeaHusi u KoY dewugpoeaHusi coenadarom
a) CUMMETPUYHbIE;

©) acummeTpuYHbIE;

B) NpoOCThLI€;

r) rmbpuaHsle

10. YcmaHoesneHue CaHKUUOHUpPOBaHHbIM noJsiy4amesieM moeao 4)aKma, 4mo rnoJsiy4eHHoe coobuieHue

MocJs1aHO CaHKUUOHUpPOBaHHbIM omirpasumeisieM

a) ngeHtndukaums;

©) aBTOpM3aUWS;

B) ayTeHTUuKaums;

I) KOHTPOIb LENOCTHOCTH

11. Anzopumm Quepcpu-XennmaHa daem 803MOXHOCMb

a) 6esonacHo o6MeHATbCA OBLLMM CEKPETOM MpK YCNOBUM ayTEeHTMdUKaLMN CTOPOH;
6) 6e3onacHoO 0bMeHATLCS 0BLLMM CeKpeToMm;

B) 3awwmdpoBaTb COOOLLEHNUE;

r) noanucatb coobLleHue

12. Mopsidok ucnosib3osaHus onepayull wugpoeaHusi u pacwugppoeku e anzopumme 3DES npu co-

30aHuu 3awugpoeaHHO20 cO0bWeHUs

ayn

a) C = Ex1[Dk2[Exa[M]]], K1 # K2 (E - D — E);
6) C = Dxa[Exz[Dxa[M]]], K1 # K2 (D — E — D);
B) HE MMEeeT 3Ha4YeHust

13. Kakoli u3 anzopummoe peasiuzyem acuMMempu4yHoe wWugpoeaHue U M. UCIMOJIb308ambCsl OJisl

a) 3DES;
©) Blowfish;
B) AES;

r) RSA

14. Anzopumm RSA ocHoeaH Ha csiedyrou,eli MamemMamu4eckol 3adaye
a) ANCKPETHOro norapuMnpoBaHus;

©0) dhakTopmsaumm uncna;

B) HAXOXAEHUSA NPOCTbIX Yncen

15. []Jpy20e Ha3eaHue JIUHelIH020 MOMOYHO20 WughpoeaHusi OaHHbIX
a) NepecTaHoBKa;

©) rammupoBaHue;

B) NOACTaHOBKa;

r) MMUTOBCTaBKa

16. Pa3psioHocmb wugpyembix 6510k0e OaHHbIX 8 anzopumme RSA



a) 6onbLue paspsAHOCTY KIToYa;

©) paBHa pa3psaHOCTY KMoYa;

B) MeHbLLIE pa3psaaHOCTH Koya;

r) NpoM3BOnbHas

17. Xew-gpyHKyus1 domkHa obnadamsb criedyrowumMu ceolicmeamu (HECKOJ/IbLKO Oomeemos)
a) ansa nboro gaHHOro 3HaveHus xelw-koga h BelUMCIIMTENBHO CNOXHO HanTu M Takoe, uto H(M) = h;
0) xew-dyHKUMA H gomkHa NpUMEHSTBCS K OMOKy AaHHbIX (PUKCUPOBAHHOW OJUHBI;

B) xew-dyHKuma H cozpaeT Bbixon UKCUPOBAHHOW OJINHBI;

r) xew-dyHkuusa H gomkHa co3gaBaTb BbIXOA NPOV3BOMbLHON ASNHBI;

A) Ans nodoro AaHHOro X BbIMUCIIUTENBHO CIIOXHO HaWTK Y # X, UTO H(y) = H(x);

e) Ans noboro 4aHHOro X BbIYUCAUTENBHO CIOXHO HanTK H (X)

18. Omnu4ue caMOCUHXPOHU3UPYOW,UXCS MOMOYHbIX WUGpPOo8 om 6J104HbIX

a) WwudporpamMmma ecTb pesyrnbTaT HanoXeHus NocnefoBaTeNbHOCTM TEKCTa U nocrneaoBaTenbHOCTM pabo-
TaloLlero reHepaTopa raMmma;

6) Lumq)porpamma €CTb pe3ynbTaT HanoXeHna nocrnenoBaTteribHOCTU TeKCTa U nocnenoBaTesibHOCTU raMmbl,
3aBUCSLLEN OT BXOAHOW NOCreoBaTeNbHOCTY;

B) O4NS WNPPOBaAHUS U pacLUMPOBKM UCMONb3YHOTCS PasHble KIouu;

r) Kaxxablil 610K OTKPLITOro TeKcTa WndpyeTcs HE3aBUCUMO OT OCTarbHbIX GrIOKOB

19. Omnu4ue CUHXPOHHbLIX MOMOYHbLIX WUgppoe om 65104YHbIX

a) Wwudporpamma ecTb pesynbTaT HanoXeHUs NocneaoBaTenbHOCTM TeKCTa U NocrnegoBaTensHOCTU raMmbl,
3aBUCSLLIEN OT BXOOHOW NOCNeAoBaTENbHOCTY;

0) ans wndposaHna 1 paclMpPOBKN NCMONb3YTCA PasHble KIoyu;

B) KaXkabIl OMOK OTKPbLITOrO TEKCTa LMApPYETCS HE3aBUCUMO OT OCTarbHbIX BITOKOB;

r) wudpporpamma ectb pesynbTaT HanoXeHns nocrneaoBaTenbHOCTM TeKCTa 1 nocneaoBaTensHOCTM paboTa-
loLLEero reHepaTopa ramma

20. AymeHmucdbukayusi cmopoH 8 anzopumme Jughghu-XennmaHa Heob6xoduma, MOMOMy 4mo
a) B NPOTUBHOM Crlydae aTaKyloLMil MOXET B3IOMaTb ANCKPETHbIN norapudmm;

6) B MPOTVBHOM Cly4ae aTakylLUMiA MOXET NepexBaTuTb NepefaBaeMble OTKPbITbIE KIOYM U 3aMEHUTb MX
CBOWM OTKPbITbIM KITHOHOM;
B) B MPOTMBHOM CIly4yae CTOPOHbl HE CMOTYT BbIYMCIIUTL OOLLMIA CEKPET;

21. Pexxum wughpogaHusi, coxpaHsowuli cmamucmu4yeckue oco6eHHOCmu OmKpbIMo20 meKkcma
a) Cipher block chaining (CBC);

©) Cipher feed back (CFB);

B) Electronic code book (ECB)

22. 3a0ayeli QUCKpemHOo20 sio2apugmMuposaHuUs siesisiemcs

a) HaxoXOeHWe CTeneHn, B KOTOPYK crnefyet BO3BECTM NPOCTOE YUCMNO AN NOMyYeHust 3a4aHHOro Lenoro
yncna;

©0) HaxoxaeHWe cTeneHu, B KOTOPYIO crieqyeT BO3BECTM LeNioe YMCNOo AN NonyvyeHnst 3a4aHHoro Lernoro Ync-
na;

B) pa3noXeHve YMcna Ha NpoCTble COMHOXNUTENN

23. AnekmpoHHasi NodnuckL — amo

a) UMUTOBCTABKa;

0) nudbopmauus, Heobxoanmas Ans WngpoBaHusa U pacluMdpPOBKM COOBLLIEHNIA;

B) cnoco6 npeobpa3oBaHMsA MCXOOHOIO CEKPEeTHOro COODLLEHUS C Lerbio ero 3awuThbl;

r) nmpucoeauHsieMbli K COOOLLEHUO0 GNOK AaHHbIX, MOMYYEHHbIN C MCMOMNb30BaHMEM KpuUMTOrpacuyeckoro
npeobpasoBaHus

24. dyHKyus1, 5151 Komopol /ie2ko Halimu rnpsimoe omo6pa)keHue U 04YeHb CJ/I0XHO Halimu o6pamHoe
a) HennHenHas;

©) 0QHOCTOPOHHSAS;

B) NUHeNHas;

r) MHOro3Ha4Has

25. Pexxum CBC ucnonb3yemcs 3515 mo2o, Ymob6bli

a) o4MHaKoBble He3alMgpPoBaHHbIe 6IOKM NPeobpa3oBbIBANUCE B Pa3nnYHbIE 3alLMPOBaHHbIE BIOKM;

©) He 6bINo HeobxoanmocTu pasbreaTb coobLieHme Ha Lenoe Ymcno 6nokoB 4OCTAaTOMHO BOMbLIOW AMNWHbI;
B) YBENUYUTb CKOPOCTb LUMGPOBAHMS

26. Hayka, usy4arow,ass Mamemamu4eckue mMemoOdbI HapyuweHus KOH¢hudeHyuanbHOoCMuU U yesocm-



Hocmu uHgopmayuu
a) KpunToaHanms;
©) kTunTonorus;
B) KpmnTorpadus;
r) cteroaHanus

27. Cumyauyusi, 8 KomopoU Npu ucrnosib308aHUU pa3fuY4HbIX K1ro4vel Ois1 wugpoeaHusi 00HO20 U mo-
20 )Xe coobueHus1 8 pe3ysibmame rnoJjiydaemcsi o0OUH U mom e wughpomexkcm

a) Konnuausi;

©0) N3bbITOYHOCTb;

B) XeLUMpOBaHWe;

r) ataka nosTopa

28. NMpomokon Hudxema-Llipedepa npumeHsiemcs Ossi
a) WudppoBaHus;

0) ayTeHTUdMKaumw;

r) BbIpaboTKM 3NEKTPOHHOM NoAMNMCH

29. MemoO nocmpoeHusi 65104HbIX WuUgpoe, ucnosib3yembill 8 anzopumme AES
a) SP-ceTb;
0) ceTb ®elicTens

30. Pa3psioHocmb kiroya anzopumma wughpoeaHuss FOCT P 34.12-2015
a) 128 6wur;

0) 192 bura;

B) 256 6uT;

r) 320 6ut

3agaHus OTKPLITOro TMna

1. Habop kpuntorpadgpuyeckmx npeobpasoBaHuii, NpegHa3Ha4YeHHbIX Anst paboTbl B €4UHON TEXHOIIOMMYECKON
LenoYKe C Lenblo peLleHmns onpeaeneHHon 3agaym 3awmTbl MFHOPMAaLNOHHOIo npoLecca.

2. CobbITHe, B pe3ynbTaTe KOTOPOro NpoM3oLLia Uin mMorna npov3onTu yTpata OgHOro U3 CBOWCTB KpUMTO-
rpadmyeckoro kntova, obecneunsatoero 6€3o0nacHOCTb KpUNTOCUCTEMBI

3. MexaHn3Mm, reHepupyloLLnA cnydariHble BENUYMHBI A8 AaNbHENLLEro X UCMoNb30BaHMS B Ka4yecTBe UHU-
uuanusauunoHHoro sektopa MCH.

4. YCTPONCTBO UMW anropuTM, KOTOPbIM BblgaeT nocrnefoBaTeNbHOCTb CTaTUCTUYECKU HE3aBUCUMMbIX U He-
CMELLIEHHbIX BUT.

5. leHepaTopbl Criy4yanHbix YMcen no cnocody nNonyvyeHus Ymcen gensaTcsa Ha

6. 3agava obpallyeHuns PyHKUUM g¥ B HEKOTOPOW KOHEYHOW MynbTUNMKaTMBHON rpynne G Ha3biBaeTcs.

7. CneunaneHble Tabnuubl noucka Ansa obpalleHus Kpuntorpagmyeckmx xeww-pyHKUuiA (Mcnonb3ylowme pas-
NUYHbIE PYHKUMM peayKLmm).

8. CpeactBo ans obecneyvyeHnss UMUTO3aLLUTLI B MPOTOKONAX ayTeHTUUKALUN COOBLLEHUI C JOBEPSAIOLLNMHA
OpYyr Opyry ydacTHMKamun — crneumanbHblil Habop CMMBOMOB, A00aBNseMbIN K COOBLLEHWIO, NPpeAHa3HaYeHHbIA ons
obecneyeHns ero LenoCTHOCTU N ayTEHTUMUKALUN NCTOYHMKA AaHHbIX.

9. MNMepeuncnmre N3BeCTHbIE anropuTMbl AUBEPCUMKALUN CEKPETHBIX KIHOYEN HA OCHOBE CTPOKOBbLIX 3Haye-
HWIA napons (MUMHUMYM 2 anroputma).

10. MNopagok MCnonNb3oBaHUA KIHOYEN B aCUMMETPUYHBIX KpUnTOcUCTEMaxX Npu WngpoBaHnn 1 pacumdpo-
BaHMM AaHHbIX. LUndpoBaHue Ha ... Kroye, paclmdpoBaHme Ha ... KIToye.

11. MNopsSAoOK MCMONb30BaHMSA KITHOYEN MpU CO34aHuM U NPOBEPKE 3MEeKTPOHHOM MOANUCU (aCUMMETPUYHBIN
BapuaHT). Co3gaHue nognuncu Ha ... Krnwye, NpoBepKa Ha ... Kroye.

12. Bug 3noyMbILINEHHbIX 4ENCTBUIA, NMPU KOTOPOM aboHEHT A 3asiBnsieT, YTO He nocbinan coobuleHus abo-
HeHTy B, xoT4 Ha camom ferne nocnan.

13. OnncaHue pacnpeneneHHoOro anropuTma, B NpoLecce BbIMOMHEHWS KOTOpOro Aea (unu 6onee) yyacTHu-
KOB MocriefoBaTenbHO BbINOMHAOT onpeaeneHHble AeNcTBUS 1 0OMeHMBaOTCH COOBLLEHMAMM.

3agaHusa ¢ pa3BEPHYTLIM OTBETOM
1. Qaliime onpedeneHue anekmpoHHol nodnucu. Hapucyiime o0606weHHy0 cxemMy noonucbi8aHusi n
npoeepku nodnucu. Pacnuwume cxemy 3aniekmpoHHoU nodnucu Ha ocHoee anzopumma RSA (c deyms knro-
4eebIMU napamu).
Kputepum oueHnBaHus LLikana oueHok
O6yyaowmmncsa npMBoauT norHoe 1 6e3owmboyHoe onpeaeneHne aNekTpoHHon | 3 banna
nognucu. KoppekTHyo cxemy nognucbiBaHUS U NMPOBEPKN 3NEKTPOHHON noanu-
CW, a TaKke KOPPEKTHYH CXeMy 3MEeKTPOHHOW MOAMUCKM Ha OCHOBE anroputma
RSA.
O6yyatowmncsa npmBoauT nornHoe u 6e3oLwmboyHoe onpeaeneHne anekTpoHHon | 2 6anna
nognucu. MpuBogMT cxemMy NoANUCLIBAHUS U NPOBEPKU 3NEKTPOHHON Noanuck, a




TakKkKe CXxemy 9MeKTPOHHOM noanucn Ha ocHoBe anroputma RSA. OnucaHne mo-
XeT cogepxaTb HeE3HAYNTENbHbIE HETOYHOCTW.

MpencraBneHo KOppeKTHoe onpenerieHne anekTpoHHou noanucun. Cxema noa- | 1 6ann
NMUCbIBAHUS 1 NPOBEPKM SNEKTPOHHON MOAMUCU MOXET copepXaTb He3Haudu-
TenbHble HETOYHOCTU. Cxema 3neKTPOHHOM NoAnncKu Ha ocHose anroputma RSA
He NpvBeAeHa UNN COOEPXKMUT CYLLLECTBEHHbIE OLLNGKN.

lMpencrtaBneHo HenonHoe wunu copepxawee rpyboie owmnbkn onpepeneHuve | 0 6annos
3NEeKTpOoHHOM nognucu. Cxema noanucbiBaHMS U MPOBEPKM 3NEKTPOHHOW nopg-
NMMUCU OTCYTCTBYET WIIN MMEET CYyLIeCTBEHHble oWnbkM. Cxema 3MeKTPOHHOM
nognuncu Ha ocHoBe anroputma RSA He npuBedeHa UM COOEPXUT CYLLECTBEH-
Hble OLUNBKMW.

2. Onuwume OCHOB8HbIe PEXUMbI 8bIMOJSIHEHUST ajl2opummoe 6/104H020 CUMMempPU4YHO20 wugposa-
Hus (ECB, CBC, CFB, OFB, CTR), npueedume cxembl ux pabomsbi. C¢hopmynupyiime pekomeHdauuu ro uc-
MoJsiIb308aHUI0 KaXXG020 UX PEXUMO8.

Kputepun oueHmnBaHus LLikana oueHok
Obyvarowuinca nNpMBoanT NOApobHOE onucaHwe pPexXMMOB BbINOMHEHUs anro- | 3 6anna
pUTMOB 61104HOr0 CMMMETPUYHOIO WMAPOBAHMS, @ Takke Cxembl ux paboThbl.
MpuBOAMT KOPPEKTHbIE PEeKOMEHAALMU MO MCMOMb30BAHUIO KaXOOro U3 pPexu-
MOB.

Obyyvarowuincs NpuBOAMT AOCTATOMHO Pa3BEPHYTOE OnucaHve pPexmMmoB Bbl- | 2 Banna
MONHEHUsT anropMTMoB ByIOYHOro CMMMETPUYHOro WndpoBaHus. OnncaHne mo-
XeT copepXaTb He3HauuTeNbHble HEeTOYHOCTW. [pMBOAMT KOpPPEKTHble peKo-
MeHAauUMM N0 UCMONb30BAHMIO KaX4O0ro U3 pPeXrMOB.

MNpeactaBneHo AOCTaTOMHO pa3BepHYTOe, HO coaepkallee HedHauuTenbHble | 1 6ann
HETOYHOCTU OMWCaHNE PEXMMOB BbIMOSIHEHNS anropMTMOB GI0YHOTO CMMMET-
pyyHOro wndposaHns. OTCYTCTBYIOT CXeMbl M peKoOMeHZauun no UCMnonb3oBa-
HUIO KaXX4oro 13 pexxuMoB.

MNpeacTaBneHo HemomHoe Wnu coaepxallee rpybble owmbkm onucaHue pexu- | 0 6annos
MOB BbIMOIHEHUSA anropuTMOB BOYHOrO CUMMETPUYHOIO WndposaHus. OTCyT-
CTBYIOT CXEMbl U pEKOMEHAALIMU MO MCNOMb30BaHMIO KaX40ro U3 pexxumoB.

3. Onuwume npuHyunsbl pabomsi u npueedume nNpuMepbl 2eHepamopoes rnceedocsiyyaliHbiX 4YUCJIO-
ebix nocnedoeamenbHocmetl (I'TICYI). lpueedume He MeHee Yembipex cmamucmu4Yeckux Kpumepuee, uc-
nonb3yembix Ons1 npoeepku ebixoda INMCYIT Ha cmoxacmu4HOCMb.

Kputepum oueHuBaHus LLikana oueHok
Obyyvarowuinca NpMBoANT pasBepHYTOe onucaHue npuHumnos paboTel IMICYI, | 3 6anna
NpUBOAUT NpUMeEpbl reHepaTopoB. PaccmaTpuBaeT He MeHee 4YeTbipex cTaTu-
CTUYECKUX KPUTEpPUEB AN NPOBEPKU reHepupyeMblX NCeBAOCNyYalHbIX nocne-
[0oBaTenbHOCTEN Ha CTOXaCTUYHOCTb.

OOyyvarowuincsa NpuBoOAUT OOCTaTOMHO pa3BepHYTOe OnucaHue MpUHUMMNOB pa- | 2 banna
60Tkl [TICHI, HO He NnpuBOAWT NpUMeEpPLI reHepaTopoB. PaccMmaTpuBaeT He Me-
Hee Tpex CTaTUCTUYECKUX KpUTepueB Ansi MPOBEPKM reHepupyeMbix ncesaocny-
YanHbIX NOCNefoBaTeNbHOCTEN HA CTOXACTUYHOCTb.

MpencraBneHo [OCTAaTOMHO MOMHOE onucaHue npuHumMnoB pabotel TICHM. | 1 6ann
Mpumepbl reHepaTOpPOB OTCYTCTBYIOT. PACCMOTPEHO MeHee Tpex TECTOB Ha CTO-
XaCTUYHOCTb FreHepupyeMbIX nocriegoBaTensHocTen. B onucanmm cogepxarcs
HETOYHOCTM.

MpencraBneHo HENONMHOE unu cogepxatlee rpybbie owmdkn onucaHue npuHum- | 0 6annos
noB pabotbl [MICYI. Mpumepbl reHepaTopoB M TECTOB HA CTOXACTUYHOCTb MO-
cnefoBaTeribHOCTEN OTCYTCTBYIOT.

4. Onuwume npuryunbl pabomsi pecucmpoe cdsuea ¢ nuHeliHol (LFSR) u HenuHeliHoU o6pamHoU
ces3bio (NLFSR). lNMpueedume npumepbi 2eHepamopoe rncesdocsiyyaliHbix 080UYHbIX rocsiedoeamesibHO-
cmeli Ha ocHoee cdsu208bix peaucmpos. Hapucyiime cxemy, peanusyrowyro JIUHeUHbIU cdsu208bil pe-
aucmp, 3adaeaemblli MOSAUHOMOM X’ +x4 + x3 + 1.

Kputepum oueHuBaHus LLikana oueHoK
Ob6yyaowmnca npuBoANT pasBepHYTOe onucaHue npuHuunos paboTtbl nuHewn- | 3 banna

HbIX U HEeNVHEeMHbIX perncTpoB casura. NpuBoaUT NMpUMepbl reHepaTopoB Ha
OCHOBE CABUIOBbIX PErMCTPOB, @ TakkKe KOPPEKTHYK CXeMy, pearnuayoLLyo nuv-
HEeWHbIN COBUIOBbIN PErucTp, 3agaHHbl NOAIHOMOM.

O6y4yarwmnca NpuBOAMT AOCTATOMHO Pa3BEpPHYTOE OMMCaHWE MPUHUMNOB pa- | 2 banna




B0Tbl NMMHENHBIX U HENWHEVHBLIX PErmcTpoB caBura. [pMBOAUT KOPPEKTHYIO CXe-
My, peanu3ytoLLyo NUHENHbIA COBUIOBbIA PErucTp, 3afaHHbli nonMHoMoMm. [o-
NycKarTCsa He3HaYUTENbHbIE HETOYHOCTW, OTCYTCTBYIOT MPUMEpPHI reHEPaToOpPOB.

uMnoB paboTbl NIMHENHBIX U HENWUHENHbIX perncTpoB casura. OTCYTCTBYIOT Npu-
Mepbl reHepaTopoB. OTCYTCTBYET MMM NprBeAEHa HEKOPPEKTHAsA CXEMa CABUMO-
BOrO perucTpa, CoOTBETCTBYOLWAs 3a4aHHOMY MOSIMHOMY.

MpencrtaBneHo OOCTAaTOMHO MOMIHOE M KOPPEKTHOE OnucaHue npuHumnoB pabo- | 1 6ann
Tbl NIMHENHBIX U HENUHENHbIX perncTpoB cagura. OTCYTCTBYIOT NpUMeEphI reHe-

patopoB. [lpuBegeHHas cxema COBWUrOBOrO PErncTpa, COOTBETCTBYHOLLASA 3a-

OAaHHOMY NMOJIMHOMY, COAEPKUT HETOYHOCTMW.

MpeacraBneHbl HEMOMHOE UK cogepxallee rpybblie owmnbkn onucaHne npuH- | 0 6annos

5. [Haime onpedeneHue kpunmozpaghudeckol xew-ghyHkuyuu. Cghopmynupylime mpeboeaHus,
npednsesisieMbie K Kpunmoezpaghuvyeckum xew-pyHkyusim. Pacnuwume cxemy Mepkna-fameapoa.

Kputepum oueHuBaHus

LLikana oueHokK

Obyvarowuinca npusoanT G6e3owmnboyHoe onpepeneHne Kpuntorpadunyeckon
xew-yHKkumKn. MpmMBOAMT NONHbIE U KOPpPEKTHble TpeboBaHusA, npegbsBnse-
Mble K Kpuntorpaduyeckum xew-yHKUNSAM, KOPPekTHyt cxemy Mepkna-
Hamrapga.

3 6anna

Obyvarowuinca npusoanT G6e3owmnboyHoe onpepeneHne Kpuntorpaduyeckon
xew-pyHkumn. MpuBogut nomnHble TpeboBaHWUs, NpeabsBNsSieMble K KpUMTo-
rpacmyecknum xelw-pyHKUMSM, a Takke cxemy Mepkna-[damrapga. OnucaHue
MOXET cofepXaTb He3HaunTernbHble HETOYHOCTH.

2 banna

MpencraBneHo KOPPeKTHoe onpeaeneHne Kpuntorpaduyeckomn xeL-yHKUMK,
TpeboBaHusi, NpeabsiBNsieMble K KpUNTorpaduiyeckum xew-yHKUUSM, npuse-
AeHbl YacTnyHo. Cxema Mepkna-famrapga cogepXXuMT HETOYHOCTMU.

1 6ann

lMpeacTaBneHo HEMONHOE WNKU coaepXallee OWMOKM onpeperneHne Kpunto-
rpacmyeckon xelw-gyHkunn. TpeboBaHus, NpeabsBrsieMble K KpunTorpadu-
YeCKUM XeL-PYHKLMSAM, NpUMBEdEHbl YacTUYHO U copepXaTt owmnbku. Cxema
Mepkna-[amrapga He npvBegeHa N CoOePXUT CYLLLECTBEHHbIE OLLUNGKM.

0 6annos

6. Pacnuwume cxemy pacnpedeneHus knrodel Hugpchu-XennmaHa e Knaccu4ecKoM eapuaHme u e

eapuaHme Ha 3JuUTunmu4ecKux KpusebiXx.

Kputepum oueHuBaHus

LLikana oueHokK

Obyyvarowmnca NpuBoauT KOPPEKTHbIE CXeMbl pacnpegeneHvs knoden Oud-
dun-XennmaHa B KNacCU4YeCKoM BapumaHTe U B BapuaHTe Ha SnnUMTUYECKUX
KpVBbIX, @ TaKKe pasBepHYTOE MX OnucaHue.

3 6anna

Obyyvarowuincsa NpuBoAMT CXeMbl pacnpegenexus knwoden Oduddu-Xennmana
B KITaCCMYECKOM BapuaHTe 1 B BapnaHTe Ha SNnnnTUYECKNX KPUBBIX U

KpaTkoe ux onucaHwe. OnucaHve MOXeT cofepaTb He3HaYuTernbHble HeTOY-
HOCTW.

2 banna

MpuBeneHbl 06e cxeMbl pacnpeaeneHus knoden Quddu-XennmaHa, HoO B HUX
cofepxartcst HeTovHocTW. MprBedeHa TONbKO OfHA M3 CXEM pacrnpeferneHus
kntoyen Oudpdun-XennmaHa (Knaccuyeckui BapmaHT nmbo BapuaHT Ha annun-
TUYECKUX KPUBbIX).

1 6ann

lMpenctaesneHa ogHa Mx cxem pacnpegeneHuna knodern Ouddu-XennmaHa
(knaccmyeckun BapuaHT NMBO BapuaHT Ha JNNMNTUYECKMX KpuBbix). Cxema
COOEPXKNT CYLLLECTBEHHbIE OLLUNOKMN.

0 6annos

7. Qalime onpedeneHue Kpunmozpaguyeckoz2o npomokosa. Pacnuwume cxemy pabombsl cumMmem-
PUYHO20 U acuMMempu4yHoO20 eapuaHma npomokona Hudxema-Llpedepa dns aymeHmugukayuu u obMeHa

Knro4yamu.

Kputepun oLieHBaHus

LLikana oueHokK

domueckoro npotokona. MpMBOAWUT ONMUCaHWE OCHOBHbLIX 3TanoB pPaboTbl CUM-
METPWYHOIO 1 acCMMMETPUYHOrO BapuaHTa npotokona Huaxema-lWpeaepa ons
ayTeHTUdMKaLumM 1 obmeHa kntoyamu. OnucaHne MoXeT CopepKaTb He3Hauw-
TerbHbIe HETOYHOCTU.

OOyvatowuincsa npuBoauT nonHoe 1 6e3owmnboyHoe onpegenexHne kpuntorpa- | 3 6anna
dmueckoro npotokona. MNMpuUBOAMT KOPPEKTHOE onncaHue aTanoB paboTbl CUM-
METPUYHOIo 1 aCUMMMETPUYHOro BapuaHTta npoTtokona Huaxema-Llpenepa ons
ayTeHTUguKaumm n obmMeHa Knovamu.

O6yyatowunca npusoauT nonHoe n 6esoimboyHoe onpeneneHue kpuntorpa- | 2 6anna




Ob6yyaowmnca npuMBoaAUT KOPPEKTHOEe onpeaerneHue kpuntorpadpudeckoro | 1 6ann
npotokona. NpuBoaANT TONLKO OAWH U3 BAapUaHTOB (CUMMETPUYHBIA UM acUM-
MeTpU4HbIN) npoTokona Huaxema-llpenepa. OnucaHne MoXeT cogepxaTtb
HETOYHOCTM.

lMpencrtaBneHo HEMOMHOE MMM HEKOPPEKTHOe onpedeneHue kpuntorpadgpuye- | 0 bannos

cKkoro npoTokona. MpusBeaeHbl HEMOMHbIE UMM HEKOPPEKTHbIE OMUCAHUA Bapu-
aHToB npotokona Huaxema-lpegepa ans ayteHTudukaumm n obmeHa Krto-
Yamu.

8. Omnuwume anzopumm wughpoearHusi Anb-amans.

Kputepun oLeHvBaHus

LLikana oueHokK

Ob6yyaowmnca npuBoauT pasBepHyToe N 6e3owmnboyHoe onncaHne anroput- | 3 6anna
Ma wndppoBaHns Anb-Iamans.

OOyvarowunca NpuBOAMT pasBEpPHYTOE OMucaHwe anroputma wndpoBaHus | 2 banna
Onb-Iamans, KoTopoe MOXeT cofepXaTb HE3HAYUTENbHbIE HETOYHOCTN.

OOyyvarouinca NpMBOAMT HEOOCTaTOMHO pa3BEpPHYTOe onucaHvve amnroputMa | 1 6ann
wudpoBaHusa Onb-Iamansa. OnucaHve MOXeET cogepxaTb OTAeNbHble HETOY-

HOCTW.

lMpencTaBneHo HeNoNHOE UM HEKOPPEKTHOE onucaHwne anroputMa wudposa- | 0 6annos

HUs Onb-Mamans. MNpucyTcTBYIOT rpybble oWnbKM Nnm HETOYHOCTMW.

9. Onuwume cxeMy UeHMPanu308aHHO20 yrpaesieHus1 pacrnpedesieHUeM OMKPbLIMbIX Kitodel.

Kputepun oueHvnBaHus

LLikana oueHok

O6yyaowmnca npuBOANT pa3BepHyToe U 6e30WMBOYHOE OonMcaHne CXeMbl
LEHTPann3oBaHHOIO ynpaBfieHUsi pacnpefeneHnemM OTKPbIThIX KIYe.

3 6anna

06yqarou.|,vu7|c;| NpuUBOAUT pa3BEpPHYTOE OnncaHme CxemMbl LeHTparim3oBaHHOIo
ynpaslieHNnAa pacnpeageneHnem OTKpPbITbIX Kriroyen, KOTOpO€E MOXEeT coaepXaTtb
HEe3Ha4ynTesibHble HETOYHOCTHW.

2 banna

O6yqarou.|,vu7|c;| npnBoaANT HEO4OCTaTO4YHO pa3BEepHYyTOEe OonncaHne CxemMbl LeH-
Tpann3oBaHHOIO ynpasJieHnA pacnpeneneHmnemM OTKpbITbIX kntoyen. OnucaHue
MOXET coaepXaTb oTaesibHble HETOYHOCTU.

1 6ann

MNpeacTaBneHo HemnorHOe WM HEeKOPPEKTHOE OMnuCaHWe CXembl LieHTpanmnso-
BaHHOIO ynpaBfieHUs pacnpefernieHMemM OTKpbITbIX Krtouven. [NpucyTcTByloT
rpybble ownbKM Mnmnm HETOYHOCTMW.

0 6annos

10. Ymo makoe xew-yHKUUSI U KaKoga ee poJsib 8 Kpunmoepaguu?

Kputepum oueHnBaHus

LLikana oueHokK

Obyvarowuinca npusogut 6esowmboyHoe onpegeneHue xew-yHkumm, a Tak- | 3 6anna
€ pa3BepHYTOe ONnucaHue ee ponu B Kpuntorpaduu.

Obyvarowuinca npusogut 6esownboyHoe onpegeneHue xew-yHkumm, a Tak- | 2 6anna
e pa3BepHyToe onucaHue ee ponu B KpunTtorpacpuu. OTBET MOXeT coaep-

XaTb HE3HAYUTENbHbIE HETOYHOCTW.

ObGyuatowmiics NpMBOAWUT KOPPEKTHOE onpefeneHue Xxew-cyHKuuuM, oTcyT- | 1 6ann
CTBYET ONWUCaHWE €€ ponun B KpunTorpagumu.

MpencraBneHo HEMOMHOE UMM HEKOPPEKTHOEe onpefeneHune xeww-gyHkuuu, | 0 6annos

OTCYTCTBYET OMMCaHWe ee pPonu B KpumnTorpadguu, MpUCYTCTBYIOT rpybble
OLLINOKM.

11. Omnuwume anzopumm wugpoeaHusi Anb-Iamans.

Kputepun oLieHBaHus

LLikana oueHokK

OOyvatouincs NpMBoANT pasBepHyToe U Be3olwmbovHoe onvcaHue anroput- | 3 6anna
Ma wngppoBaHus Anb-Mamans.

O6yyarowmncsa npuBOAUT pasBEpHYTOE ONUCaHue anroputma wudpoBaHus | 2 banna
Onb-lamans, KOTopoe MOXET CoOAepXXaTb HE3HAYNTENbHbIE HETOYHOCTH.

O6yyarowmnca npuBoaAUT HeJOCTAaTOYHO pa3BEpPHYTOe onucaHwe anroputma | 1 6ann
wudpoBaHusa Onb-lamansa. OnucaHve MOXeT cogepxaTb OTAeNbHble HETOM-

HOCTW.

MpencraBneHo HEMOHOE UITM HEKOPPEKTHOE ONMUcaHue anroputma wudposa- | 0 bannos

Husa Anb-Iamans. NpucyTcTBYOT rpyoble OLWMOKN UM HETOYHOCTH.

12. Onuwume OCHOBHbIE 3Marbl XU3HEHHO20 YUKIa Kpunmozpaghudeckux Kiroded.




Kputepum oueHuBaHus Lkana oueHok
O6yyaowmnca npuBoaAnT pasBepHYTOE U MOMHOCTbI KOppeKkTHoe onucaHue | 3 6banna
OCHOBHbIX 3TanoB >XM3HEHHOIO LIMKIa KpUNTOrpauyeckux Knven.
O6yyaowmnca npMBoauT pa3BepHYTOE ONMCaHME OCHOBHBLIX 3TamnoB XU3HeH- | 2 6banna
HOro uMKna kpuntorpagudeckmx kniodern. OnucaHne MoXeT cogepxatb He-
3Ha4YUTENbHbBIE HETOYHOCTMU.

O6yyaowmnca NpMBOAMT YacTUYHOE OMNMUCaHWe XM3HEHHOro uukna kpunto- | 1 6ann
rpadonyecKnX Krnoven.
lMpeacTaBneHo HEMONHOE WM HEKOPPEKTHOE onmcaHue OCHOBHbIX 3TanoB | 0 6annos
KM3HEHHOTO UMKna KpunTtorpaduyeckmx knwoden. [pucyTcTBylOT rpybble
OLUMOKN UM HETOYHOCTH.

13. Onuwume npuHyun pabomsl CUMMeMpPUYHbIX MOMOYHbLIX WuUgpoe. Pacnuwume o0606ueHHbIe
cxeMbl pabombl CUHXPOHHO20 U CaMOCUHXPOHU3UpYylowie2ocsi wughpa, npueedume pekomeHOauuu rno ux
UCnosib3068aHUI0 8 YC/I08USIX 803MOXKHO20 UCKa)KeHUS 3allughpoeaHHbIX OaHHbIX.

Kputepun oueHnBaHus LLkana oueHoK
Obyvarowuincsa npusogut nonHoe n 6esownboyHoe onncaHme NpuHUMNoB pa- | 3 6anna

BOTbl CMMMETPUYHBIX MOTOYHbIX LWKNPOB. [pNBOAATCS KOPPEKTHbIE CXEeMbl
paboTbl CUHXPOHHOTO N CAMOCUMHXPOHM3NPYIoLEerocs wudpa, a Takke ToYHble
pekomMeHAauMm Mo WX MCNONb3OBaHWIO B YCIOBUSIX BO3MOXXHOMO WCKaXKEeHWs
3aWNPPOBAHHBIX AaHHbIX.

Obyvarowuinca NnpMBoaAUT JOCTATOYHO MOSIHOE OnMcaHue NpuHUMNoB paboTel | 2 6anna
CMMMETPUYHBIX NOTOYHbIX WNGPOB. MNpnBOAATCA cxeMbl paboTbl CUHXPOHHOIO
N CaMOCMHXPOHM3MpYtoLLerocs wndpa, a Takke TOYHble pekoMeHAaumMm no nx
MCMONb30BaHMI0 B YCIMOBUSAX BO3MOXHOMO UCKaXKeHUs 3awmndpOBaHHbIX OaH-
HbiX. OnucaHne MoXeT codepKaTb He3HauUNTeNbHbIE HETOYHOCTY.

OOyyvarowuincsa NpMBoaAUT JOCTAaTOYHO MOSTHOE OnMcaHue NpuHUMNOB paboTel | 1 6ann
CYMMETPUYHBIX NOTOYHLIX WKGpPOoB. [prBeaeHbl HENOMHbLIE, COAepXallme He-
TOYHOCTU, CXeMbl PaboTbl CMHXPOHHOIO Y CaMOCUHXPOHU3MpPYIoLLEerocs Lwud-
pa. OTCYTCTBYOT pekoOMeHOaLMN NO UX UCMOSb30BaHUIO B YCIOBMSAX BO3MOX-
HOrO UCKaXXEHMS 3aMdPOBaHHbIX JAHHbIX.

MpencTtaBneHo HENoriHoe WM HEKOPPEKTHOE onucaHue npuHumMnoB paboTbl | 0 bannos
CUMMETPUYHBIX MOTOYHBbIX LWIMAPOB, a Takke CXeMbl paboTbl CUHXPOHHOIO U
CaMOCUHXPOHM3MpytoLerocst wndpa. NpucyTcTeyoT rpydble oWNOKM Mnn He-
TOYHOCTW.

14. Jaime onpedeneHue nuHeliHO20 cd8uU208020 peaucmpa. Hanuwume peanusayuro pezucmpa
cdeuza ¢ nuHeliHoli o6pamHoli cesasbio (LFSR), 3adaeaeMo20 nosuHomMom x32 + X7 +x5 + x3 + x2 + x + 1. Mpu-
eedume dea eapuaHma peanu3sayuu — LFSR ®u6boray4y4u u LFSR anya. 513bik npo2pamMmupoeaHusi 11060du.

Kputepum oueHnBaHus LLikana oueHokK
OOyvatowuincsa npuBoguT nosHele 1 6e3owmnboyHoe onpefenenne nuHerHoro | 3 6anna
COBWUIOBOrO PErucTpa, a TakKe KOPPEKTHble W OnTMMaribHble peanu3auuu
LFSR ®uboHauum n LFSR lanya gns perncrpa, onucbiBaemoro 3agaHHbiM
NOJIMHOMOM.

O6y4arowmnca npuBoanT SOCTAaTOMHO NOSIHOE OnpeAeneHne NMHERHoro capu- | 2 6anna
roBOro pernucrTpa, a Takke KOPPEKTHble, HO, BO3MOXHO, HEONTUMAaIbHbIE pea-
nm3aumm LFSR ®uboHavumn n LFSR lanya gnsa perncrtpa, onvcbiBaemoro 3a-
OaHHbIM nonMHoMoM. OnvcaHMe MOXET cofepaTb HEe3HAYMTENbHbIE HEeTOu-
HOCTMW.

O6yyarowmnca npuBoanT OCTAaTOMHO MOMHOE OonpefeneHne nNMHenHoro casu- | 1 6ann
roBoro peructpa. lNpmnBeaeHa peanusauna nub ogHoro u3 sapuaHto LFSR
®duboHayum unu Manya. OnucaHne MOXeT cofepXaTb HEe3HAYUTENbHbIE He-
TOYHOCTW.

MpeacraBneHo HEMornHoOe UNU HEKOPPEKTHOe ornpedeneHne nuHenHoro casu- | 0 6annos
roBoro peructpa. lNpnBeaeHa peanusaumna nNuwb ogHoro n3 sapmaHtoB LFSR
®duboHavum unu Manya, cogepxalas cyulecTBeHHble ownbku. NpuBeaeHsl
peanusaunn AByx BapmaHtoB LFSR cogepxalyue rpybblie owmbKu nnm HeTou-
HOCTMW.

15. Onuwume KoMnoHeHMbI U cxemy pabombi Nnpomokosa aymeHmudgukayuu Kerberos. Cghopmynu-
pylime ocHO8HbIe npeumMyuwiecmea 0aHHO20 IPOMOKoJIa.



Kputepum oueHuBaHus LLikana oueHokK
O6yyaowmnca npnBoavT pasBepHyToe M 6e3owmnboyHoe onucaHve cxembl | 3 banna
paboTbl npoTokona ayTteHTudukauum Kerberos. KoppektHo dopmynupyet
€ro npevmyLLecTBa.

O6yyaowmnca npuBoanNT AOCTAaTOMHO pas3BepHYTOe onucaHue cxembl pabo- | 2 banna
Tbl NpoToKona ayteHTudukaumm Kerberos. KoppekTHo dopmynupyeTt ero
npeumyuwecTea. OnncaHne MoXeT cogepXaTb HE3HAYUTENbHbIE HETOYHOCTN.
OOyyvarowuincsa npuBognT KpaTkoe, cogepallee He3HauMTeNbHble HETOYHO- | 1 Gann
CTKW, onMcaHne cxembl paboTbl MpoTokona ayteHTudmukaumm Kerberos. lNpe-
MMYLLIECTBa MPOTOKOSIA HE NPMBOASITCS.

lMpencTaBneHo HEMOTHOE UMM HEKOPPEKTHOE OnMcaHne cxembl paboTtel npo- | 0 6annos
Tokona ayteHTudukaumm Kerberos. lNpeumyliectsa npotokona cdopmynu-
poBaHbl HEKOPPEKTHO UMW HE NPUBOAATCS.

20.2 MpomexyTo4yHasa aTTecrauus
lNpomexyTo4Hasa aTTecTaumsa MOXeT BKNoYaTb B cebs NnpoBepKy TeopeTUyecknx BONpoCcoB, a Takxke, Npu
HeobxoaMmMocTn (B criyd4ae HeBLIMOSTHEHNSA B TeYEHNEe ceMecTpa), NPOBEPKY BbINONHEHUS YCTaHOBNEHHOro
nepeyHs nabopartopHbIX 3agaHnn, NO3BONSOWMX OLEHUTb YPOBEHb MOMYYEHHbIX 3HAHUN U/UNn NpakTuye-
ckoe (ne) 3agaHue(s), nossonsiLlee (Me) oueHUTb cTeneHb CHOPMUPOBAHHOCTU YMEHUI U HaBbIKOB.
[ns oueHkn TeopeTndecKkux 3HaHNM NCNOoMb3yeTCs NepevYeHb KOHTPOSbHO-U3MEPUTENbHbLIX MaTtepuarnos.
Kaxxgbin KOHTPOSIbHO-U3MepUTENbHbLIN MaTepuan Ans NnpoBegeHUsa NPOMEXYTOYHOW aTTecTaummn BKNoYva-
eT ABa 3a4aHuns - BOMPOCOB Af19 KOHTPOIA 3HaHWUW, YMEHUN 1 BNageHun B pamMmKkax OLeHKM ypoBHSA cdop-
MWPOBAHHOCTUN KOMNeTeHumMn. INpu oueHnBaHn NCNomnb3yeTCcs KonuyecTBeHHas wkana. Kputepum oueHun-
BaHWA NpuBeaeHbl B Tabnuue, NpMBegeHHON HUXe.

[ns oueHBaHUA pe3ynbTaToB O0y4YeHMsI Ha 3K3aMeHe (3adeTe C OLEHKOMN) UCMOoNMb3YTCA cregyowme
copgepxaTtenbHble nokasarenu (popmynmpyeTcsa ¢ y4eTOM KOHKPETHbIX TpeboBaHUM ANCLUMIVHBI):

1. 3HaHMe TeopeTUYEeCKUX OCHOB y4ebHOro maTtepuana, OCHOBHbIX onpegerneHun, NOHATUN n
ncrnonb3yemMmomn TepMUHONOrnu;

2. yMeHue npoBoAnTb 060OCHOBaHWE U npeacTaBrieHne OCHOBHbIX TEOPETUYECKUX U NPaKTUYEeCKMUX
pe3ynbLTaTos;

3. YMeHue cBA3biBaTb TEOPUIO C MPaKTUKOW, UMMIOCTpPMpoOBaTb OTBET NpumMepamu, B TOM 4Hucre,
COBCTBEHHbIMU, YMEHME BbISBNSATb N aHannM3npoBaTb OCHOBHbIE 3aKOHOMEPHOCTU, NMOSTyYeHHbIe, B
TOM uucrie, B XoAe BbINOfHeHWd nabopaTtopHbiX 3agaHui;

4. ymeHne ob0CHOBbIBaTb CBOW CYXXAEHUA 1 NPOdeCCUOHanbHy NO3NLNIO NO n3riaraeMmomy BOMNpocCy;

5. BnageHve HaBblkamMu NPOrpaMMMUpoOBaHUA B paMKax BblINOMNHAEMbIX TabopaTopHbIX 3adaHun.

PasnunyHble koMOGUHaUMM NepevncrieHHbIX NokasaTesnien onpenensioT KpMTepumn oLeHMBaHNSA pPe3dynbTaToB
0by4yeHnsa (cpopMnUpPOBaAHHOCTN KOMMETEHLNN) Ha rOCy4apCTBEHHOM 9K3aMeHE:

e BbiCOKUI (YrnybreHHbIN) ypoBeHb CChOPMMPOBAHHOCTU KOMMNETEHLMIA; NOBbI-
e LLIEHHbIN (MPOABUHYTHLIN) YPOBEHb CHOPMUPOBAHHOCTM KOMMNETEHLMIN; NOPOro-
+ BbI (6a30BbIN) ypOBEHb CHOPMUPOBAHHOCTN KOMMETEHLMN.

Ona oueHuBaHuA pe3ynbTaTtoB O6y‘-IeHI/Iﬂ Ha rocygapCcrtBeHHOM 3K3aMeHe UCNOoJib3yeTCA 4-6annbHad
wKana: «OTJIMYHO», «XOPOoLWOo», «yooBNeTBOPUTENTbHO», «KHEey4OBJ1IETBOPUTESNIbHO». na oueHmBaHmns pe-
3ynbTaTtoB O6y‘-IeHVIﬂ Ha 3a4eTe NUCMNOoJIb3yeTCA — 3a4TeHO, He 3a4TEeHO NOo pe3dyribTataM TECTUPOBaAHUA.

CooTHOWEHNE noKasaTenewu, KputepumneB M WKalnbl oueHNBaHUA pe3ysibTaTtoB O6y‘-IeHI/1ﬂ Ha roc-
yAapCTBeHHOM 3K3aMeHe npeacrtaBiieHo B cnep,yrou.l,eﬁ Tabnuue.

KpuTepnu oueHMBaHUA KOMMNETEHLUN 1 LLUKaria OLeHOK Ha 3a4eTe C OLEHKOWM

YpoBeHb c(hopMUpOBaHHO-
CTWN KOMMEeTEeHUUN
O6yvarLwmnca 4eMOHCTPMpPYET NornHoe cooTBeTCTBME  [1OBbILLIEHHbIN YPOBEHb OTnunyHo
3HaHWUN, YMEHUI, HaBbIKOB MO NPUBEAEHHbLIM KPpUTEPUAM
CBOOOHO onepupyeT NOHATUIHLIM annapaTtomM 1 Npnoo-

peTEHHbIMU 3HAHUAMU, YMEHUAMMN, NPUMEHSIET UX NPU

Kputepun oueHnBaHmMa kKomneTeHunum LLikana oueHok



pelieHnn NpakTn4Yecknx 3agad. YCreLwHo BbINOSTHEHbI

nabopaTopHbie paboTbl B COOTBETCTBUU C YCTAHOBMNEH-

HbIM MepeYHeM.

OTBeT Ha KOHTPOMbHO-U3MEPUTENbHbLIN MaTepuan He BasoBbi ypoBEHb XopoLuo
MONHOCTbLIO COOTBETCTBYET OAHOMY U3 NepPEeYHnUCIEHHbIX

BblLLIE MOKasaTenemn, HO oby4varLmncsa gaetT NnpaBuib-

Hble OTBEeTbl HAa AONOSHUTENbHbIE BONpockl. [Npu aTOM

oby4arLmnca 4eMOHCTPUPYET COOTBETCTBME 3HAHUN,

YMEHUN, HaBbIKOB NpUBeAEHHbIM B Tabnuvuax nokasare-

nsAM, HO OoMycKaeT He3HavuTesribHble OLWMOKU, HETOYHO-

CTW, UCMNbITbIBAET 3aTPyAHEHUS NPU PEeLUEHUN NpaKTnye-

CKMX 3agady. YCnewHo BbINOJIHEHbI ffabopaTopHble pabo-

Tbl B COOTBETCTBUM C YCTAHOBIIEHHbLIM NEPEeYHEM.

Ob6yvarLwmnca geMoHCTpmpyeT HenoJsiIHoe cooTBeTcTBMeE [1oporoBbIn ypoBEHb YaoBsneTtBo-
3HaHUN, YMEHWUWN, HAaBbIKOB NMpuBeAeHHbIM B Tabnuvuax puTesnbHO
nokasaTensm, JonyckaeT 3HauyMTerbHble OWNGKN Npun

pelleHnn NnpakTnyecknx 3agad. Npu 9aTomMm oTBET Ha KOH-

TPOJIbHO-U3MEPUTESbHbIN MaTepuan He COOTBETCTBYET

nobbiM ABYM M3 NepedncrieHHbIX nokasarternen, obyya-

OWKMNCA AaeT HeNorsHble OTBEThbl HAa JONOSTHUTENbHbIE

BOMpPOCHI.

YcnewHo BbINMonHeHbl nabopaTtopHbie paboTbl B COOT-

BETCTBMU C YCTAHOBJIEHHbLIM NEPEYHEM.

OTBET Ha KOHTPOIMbHO-N3MEPUTESNIbHBIN MaTepuan He - Heynoene-
COOTBETCTBYET MOObIM TPEM U3 NepeYnUCreHHbIX NoKa- TBOpUTENBLHO
3atenen. Oby4vaWwnmnca geEMOHCTPUPYET OTPbIBOYHbIE,

dparmeHTapHble 3HaHNA, gonyckaeT rpybble owmnbku. He

BbINOJIHEHbI fTabopaTopHble paboTbl B COOTBETCTBUU C

YCTaHOBIEHHbIM MepeYHeM.

MpuMepHbIA NepeYeHb BOMPOCOB K 3a4eTy

[¢]

©Coo~NO O~ WNE Z

CopepxaHue

ANropntTMbl CUMMETPUYHOrO LW poBaHUA

KpunTocmnctemsl € OTKPbITLIM KMHOYOM, OAHOHarnpaBrieHHble YHKLUn
PeXXnMbl BbINOSIHEHUS anropnTMoB cuMMeTpuyHoro wndgposanHusa (ECB, CBC, CFB, OFB)
Mpamas u apbutpaxHas Ol

OnekTpoHHada noanuch

OpgHoHanpaBneHHble XaL-YHKLUN.

Anropntm wndposaHna RSA

Cxema pacnpenenenus knoden Oudpdpun-XennmaHa Ha OCHOBE 3NNTUNTUYECKUX KPUBBIX.
Anropntm wndposaHusa DES, TporiHon DES

AnNropmTmM 9NEKTPOHHOM NOAMNUCU HA OCHOBE anNnMnTu4ecknx kpmebix ECDSA
Anropntm wndpoBaHua Anb-Mamans

Kpuntorpadus ¢ ucnonb3oBaHUEM MNUNTUYECKUX KPUBbLIX

Anroputm windposaHus Blowfish

KBaHTOBas kpuntorpadpus

Anropntm xewmposaHua MD5S

CeTtb Qelictend

Cuctema pacnpegenenusa knoden Auddu-XennmaHa

HernunHenHble pernctpbl caBura ¢ oopaTHOM CBA3bIO

raMMmnpoBaHme, NIMHENHbLIN PErnCTp caBura ¢ odopaTHONM CBA3bIO
MporpammHbie gatymnkm MNCI1 yncen



MpumMep KOHTPONbHO-U3MepPUTENIbLHOro MmaTepuana
YTBEPXOAKO

3aBepywowmn kacdenpon TexHonornm
06paboTkm 1 3awmTbl MHMOPMaLUN

A.A. CupoTa
. .2023

HanpasneHue noarotoBku / cneuymnansHocTb 10.05.01 KomnbloTepHada 6e30nacHOCTb

OucumnnmnHa 61.0.45 MeTtoabl 1 cpeacTBa KpunTorpaduyeckon 3alunTbl MHopMaLun

dopma 0byveHuss O4yHoe

Bug koHTponsa 3a4eT c OLEeHKOoN

Bug attectauum NpomexxyTodyHas

KOHTpOnbHO-nameputenbHbIn maTtepuan Ne 1
1. Pexumbl BbINOMTHEHNA anropuTMoOB cumMmeTpuyHoro wndgposanusa (ECB, CBC, CFB, OFB)

2. Cuctema pacnpegeneHus kntoden Ouddpu-Xennmana

MNpenogaBaTtenb M.A. ptoyeHko
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